? University Hospitals -

UH Remote Access (SecureAuth)

Unregister A Mobile Device

If you are seeing multiple devices listed in the remote application login home page, or if you no longer use a
mobile device that you have previously registered for UH Remote Access, follow the steps below to unregister the
device from the SecureAuth system.

Note »  The process to unregister a mobile device is the same whether you
are following these steps inside or outside of the UH network.

Unregister Your Mobile Device

1. Inyour web browser, go to https://myaccess.uhhospitals.org/updatedevice

B The Unregister Mobile Device log-in screen appears.

University Hospitals

Unregister Mobile Device

Please enter your UserlD below.

Username:

2. Inthe Username field, enter your UH username.
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https://myaccess.uhhospitals.org/updatedevice

UH Remote Access (SecureAuth)

The screen to choose where you would like to receive your one-time passcode appears.

University Hospitals

Unregister Mobile Device Choose your second factor method.

{8} send one time code to xo0-300x-1296 O Voice Call ® SMS#ext

@

3. Select the Voice Call option to receive a phone call with the code at the number shown or select SMS/text to
receive a text message at the number shown.

4. Click Submit.

Note »  Within a few seconds after clicking Submit, you should receive a
phone call or text message with the code.

The Registration Code screen appears.

@
Un ive rs ity Hos plta IS Enter the code that you just received by text

Registration Code

Unregister Mobile Device

@

Restart Login

Please click here to use an alternate registration method.

Property of University Hospitals, all rights reserved

5. Inthe Registration Code field, enter the code from the phone call or text message.

Tip » You may type in the code or use the keypad on the screen to enter the code.

6. Click Submit.
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UH Remote Access (SecureAuth)

The Password screen appears.

University Hospitals

Please enter the password associated with your User ID.

Unregister Mobile Device Usemame

Password:

7. Inthe Password field, enter your UH password.

8. Click Submit.
B The Unregister Mobile Device screen appears.

Unregister Mobile Device

User D

Reset

First Name -

Last Name

Uncheck the box for any devices you no longer use or require. Once unchecked click update to remove.

& Pixel 3: 7/15/2019 4:05:18 PM: 7/15/2019 4:05:18 PM
CIXT1650: 7/16/2019 3:14:23 PM: 7/16/2019 3:14:23 PM

9. Atthe bottom of the screen, you will see a list of all devices you have registered for UH Remote Access.
Uncheck the box next to any devices you no longer use.

Tip » Do you have devices with the same name listed? The date and time shown next to each device is
the date and time you registered the device for UH Remote Access. Your list may show the same
device name for devices of the same brand (i.e., your old phone was an iPhone and your new phone
is also an iPhone). Be sure to check the registration date next to the device name to determine the
device you would like to unregister.

Uncheck the box for any devices you no longer use or require. Once unchecked click update to remove.

\ VI Pixel 3: 7/15/2019 4:05:18 PM: 7/15/2019 4:05:18 PM

L) XT1650: 7/16/2019 3:14:23 PM: 7/16/2019 3:14:23 PM
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UH Remote Access (SecureAuth)

10. Click Update.

Unregister Mobile Device

UserID
First Name -

Reset
Last Name

Uncheck the box for any devices you no longer use or require. Once unchecked click update to remove.

V] Pixel 3: 7/15/2019 4:05:18 PM: 7/15/2019 4:05:18 PM
CIXT1650: 7/16/2019 3:14:23 PM: 7/16/2019 31423 PM

B The Data Updated Successfully screen will appear.
I Unregister Mobile Device
Data was updated successfully. You'll now be redirected to the MyAccess homepage.
User ID
First Name Reset
Last Name
Uncheck the box for any devices you no longer use or require. Once unchecked click update to remove.
MiPwel 3. 7152019 4:05.18 PM. 7/152019 4.05:18 PM
E After a few seconds, you will be automatically redirected to the UH My Access home page.

gUniversity Hospitals UH My Access

Home For Employees > My Access

. News And Changes
Quick Links N University Hospitals requires additional information beyond a username and password to access UH applications remotely. Users
Registration a - must complete a registration process in advance before remote access to UH applications will be permitted. Once registered, the
) system will prompt users for an access code provided via mobile app, text message, or phone call. For most applications, you will
Register User T only need to enter a code the first time you attempt to log in remotely ntil the code periodically expires. For VPN and VDI, you will
always be prompted for an access code. This code Is how we confim your Identity before allowing you 1o access applications
Register Mobile Device ety

Password Maintenance Much fike security processes already in place for online banking nationvide, this additional authentication adds an extra layer of

G B protection against fraudulent cyber activity. The following applications require secondary authentication to access remotely:
+ Employee Direct Access ~ January 5, 2019 (Live)

Forgot Password + MyApps - January 6, 2019 (Live)

+ Cisco AnyConnect VPN - January 20, 2019 (Live)

Applications.
« Community Record - January 31, 2019 (Live)
Employee Direct Access « Outlook Web Access — February 1, 2019 (Live)
« UH Virtual Desktops (VD) - February 2, 2019 (Live)
Explore myUhr « Explore myUHhr — February 22, 2019 (Live)
Outlook Web Access Self-Service Password Maintenance
University Hospitals employees may use the links below to reset a forgotten password or change their current password without
Community Record having to call the UH Service Desk.
MyApes Access NOTE: If you receive a "We could not verify your account” message when trying to reset your password, it means you have not
registered to use the portals or need to re-register. Contact the UH Service Desk at 216-844-3327 to reset your password.
UH Virual Desktops (VD) + Forgot Password
- . - . . . . .
Tip » Did you accidentally unregister the wrong device? Visit https://myaccess.uhhospitals.org/. In the

left menu under Registration, click Register Mobile Device and follow the on-screen prompts to re-
register your device.
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